In this paper an attempt has been made to develop Predator-prey 
Introduction
The computer network is epidemic in nature due to attack of malicious objects like worms, viruses and Trojans horses. The attacking behaviours of different malicious codes are different. The development of communication network have made computer more and more important in our daily life. The computers malicious codes are small program develop to damage computer system, erasing data, stealing information or modifying normal operations. Their action throughout a network can be studied by using classical epidemiological models for diseases propagation.
A virus, worm or Trojan horse can (like HIV) be latent, only to become active after a certain period. This is called a 'logic bomb'. These three classes of computer malware can also have hundreds of variants or several slightly modified versions, with parallel microbial diversity [1, 2] . 175 The subsequent materials are organized in this pattern: Section 1 deals with introduction of the paper. Section 2 formulates the model. 
Nomenclature:
W: number of Worms / Trojan horse in the computer system. S: number of uninfected target files. I: number of infected files. c: Replicating factor. b: Birth of uninfected files by users. δ: Death rate of a worm / Trojan horse. µ: Natural Death rate of an uninfected file. α: Death rate of infected files. β: Infectious contact rate, i.e., the rate of infection per susceptible and per infective. R 0 : Basic reproductive ratio. R' 0 : Basic reproductive ratio in the presence of antivirus software. A: Response of antivirus software, which immunes the system. ρ : Rate at which antivirus software is run, which is constant. η : Death rate of antivirus software. γ : Rate at which antivirus software cleans the infected files. k : Immune response parameter. I 1 : productive infected class. I 2 : latent infected class. θ : Per capita rate at which files at latent infected class leave for productive infected class. λ 1 : Probability of entering productive infected class. λ 2 : Probability of entering latent infected class. U: Un-infectious Trojan horse which start to be produced from the infected files I.
The following assumptions are made to characterize the model:
• Worm is replicated by the infected files.
• Worms / Trojan horse die at a specific rate δ. Death of a worm / Trojan horse equivalently mean to say the complete recovery of infected files from worms / Trojan horse when antivirus software is run in the computer node for a specific session.
• The uninfected files are constantly being produced or developed by the users at a rate b.
• Uninfected files die at a constant rate μ (natural death). Death of a file equivalently mean to say that the file become irrelevant (garbage) after a certain interval of time.
• Infected files die at a specific rate μ + α, where μ is natural death rate and α the death rate of the file (files get damaged and unable to be recovered after the run of antivirus software) due to infection from the worm.
• Death of antivirus software equivalently mean to say the present version of the software is incapable of identifying the attack of new worms / Trojan horse.
176
Copyright ⓒ 2016 SERSC
Formulation of the Model
Worms / Trojan horse is a computer program that operates on behalf of a potential intruder to aid in attacking a system or network which behave like infectious diseases and are epidemic in nature. Some of the worms have the characteristic of self-replicating and some of them get enter in the latent class and reactivate after certain duration. When a system gets attacked by the worms and Trojan horse, antivirus software is run to immune the system. During this process some of the infected files get fully recovered, whereas, some of them are quarantined, may be due to the lower version of the antivirus software installed. Then for this situation a higher version or new antivirus software is run to get a full recovery. We try to develop Mathematical models for these situations [8] .
Formulation of Model 1: Initial phase of an Infection
Worms can be in any form; like attachment of malicious executable file, malicious hyperlink and phishing by clicking incidentally or wrongly an attachment of malicious executable file can infect the system and hijack various files (command files, executable files, kernel.dll, etc.) in the node for its own replication. It then leaves a specific file and the process is repeated. Worms behave like infectious disease and are epidemic in nature. They target different file types of the attacked computer for this purpose.
In the computer system, to derive the model equation, there are three classes: W be the number of worms (predators), S be the number of uninfected files (prey) [8] and I be the number of infected files. The relationship between the computer Worms and uninfected file is analogous to the relationship between predator and prey as given in the classical work of Lotka-Volterra [9, 10] .
On the basis of the assumptions, we get the following system of equations.
Where b is the birth rate of uninfected files by users, δ is the death rate of worms, μ is the natural death rate of uninfected files, α is the death rate of infected files. Worms give rise to infected files at a rate βS and each infected file gives rise to a worm (selfreplication) at a rate c. Then, {Rate of change of S}= {net rate of growth of S without predation}-{rate of loss due of S to predation} and {Rate of change of W}= {net rate of growth of W due to predation}-{net rate of loss of W without prey} 2.1.1. Basic Reproduction Number (R 0 ): Let, R 0 be the basic reproductive ratio for the computer worms; defined to be the expected number of worms that one worm gives rise to an uninfected file population.
Since the model has two infected classes (W, I). So to get R 0, we take only two equations from the system (1) corresponding to these classes. That is, That is,
The criterion for the spread of the computer worms is R 0 >1 .
Solutions and Stability:
The system (1) This we assume as the Initial phase of an infection.
Theorem 1:
The system (1) is locally asymptotically stable if all its eigen values are negative.
Proof: By using system (1), the Jacobian can be taken as, Solving, we get the eigen values, -δ , -μ , -) (    which all are negative. So, the system (1) is locally asymptotically stable.
Numerical Methods and Simulation:
We present the numerical result using Runge-Kutta method of order 4 and MATLAB are employed to solve and simulate the
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The network is assumed to have initial values: W=3; S=45; I=2. Figure 1 shows the uninfected files (prey) are reduced by the attack of infectious worms (predators). Infectious worms (predators) are going to increase over a period of time and then getting loss due to lack of uninfected files (prey) i.e. natural death. Infected files are increasing due to uninfected files being infected and after sometimes decreased due to death of infected files.
Formulation of Model II: Secondary Phase of Infection (Effect of antivirus software)
An interaction between worms and antivirus software inside a system can be modeled by considering the response in a computer system due to antivirus software A.
In the computer system, to derive the model equation, there are four classes: W be the number of worms, S be the number of uninfected files, I be the number of infected files (prey) and A be the antivirus software (predators). We take linear functional response of A to I.
On the basis of the assumptions, we get the following system of equations. Where b is the birth rate of uninfected files by users, δ is the death rate of Worms, μ is the natural death rate of uninfected files, α is the death rate of infected files, ρ is a constant rate at which antivirus software runs, η is the death rate of antivirus software(which mean to say that the antivirus software is incapable to identify the attack of new worms), γ is a rate at which antivirus software cleans the infected files, Worms give rise to infected files at a rate βS and each infected file gives rise to a worm (selfreplication) at a rate c.
Basic Reproduction Number (R' 0 )
Let, R' 0 be the basic reproductive ratio in the presence of the antivirus software. Since the model has two infected classes (W, I). So to get R' 0, we take only two equations from the system (3) corresponding to these classes. That is, Proof: By using system (3), the Jacobian can be taken as, Solving, we get the eigen values, -δ , -μ ,
 , which all are negative. So, the system (3) is locally asymptotically stable.
Numerical Methods and Simulation
We present the numerical result using Runge-Kutta method of order 4 and MATLAB are employed to solve and simulate the system (3) and the behavior of the different classes with respect to time are observed which is depicted in figures 2 and we observe that the system is asymptotically stable. The network is assumed to have initial values: W=25; S=5; I=30: A=0. cleans it. Antivirus software (predators) is running but being to death due to incapable to identify the attack of new worms.
Formulation of Model III: Effect of New Antivirus Aoftware on such Worms which are Quarantine
We assume a case where the installed present version of the antivirus software on the computer node is incapable of identifying the attack of new worms and not completely cleaned which send to quarantine from the infected files. An available 100% efficient and updated version of antivirus software has to be run for the complete recovery of infected files from worms. This updated version of antivirus software switches β to zero. Therefore the equations for the subsequent dynamics of the infected files and free worms from equation (1) is expressed as
Where b is the birth rate of uninfected files by users, δ is the death rate of worms, μ is the natural death rate of uninfected files, α is the death rate of infected files. Each infected file gives rise to a worm (self-replication) at a rate c.
Basic Reproduction Number (R 0 )
Since the model has two infected classes (W, I). So to get R 0, we take only two equations from the system (6) corresponding to these classes. That is,
On linearization, we get, Proof: By using system (6), the Jacobian can be taken as, Solving, we get the eigen values, -δ , -μ , -(μ+α) which all are negative. So, the system (6) is locally asymptotically stable. We further assume that the half-life of the worms is much less than that of the worms producing files. Then,
From Equation (7) we are able to say that the number of infected files falls exponentially. The behavior of W follows from the assumption on half-lives, so that μ+α << δ , that is, the amount of free worms falls exponentially after a shoulder phase.
Numerical Methods and Simulation:
We present the numerical result using Runge-Kutta method of order 4 and MATLAB are employed to solve and simulate the system (6) and the behavior of the different classes with respect to time are observed which is depicted in figures 3 and we observe that the system is asymptotically stable. The network is assumed to have initial values: W=5; S=10; I=7. Figure 3 shows the uninfected files are increasing as infected files (prey) are completely recovered from worms by updated antivirus software (predators). Infectious worms are also getting loss to zero due to run of updated antivirus software. Infected files (prey) decreased to zero since updated antivirus software (predators) cleans it.
Formulation of Model IV: Reactivation of Computer Worms after they are in Latent Class
Some worms enter a latent class on their infection when they attack the computer node. They do not produce new worms in this latent class, but may later be reactivated to do so. Only the files in the productive infected class I 1 produce worms, and files at latent infected class I 2 leave for I 1 at a per capita rate θ. Thus we get the following system of equations:
Where b is the birth rate of uninfected files by users, δ is the death rate of worms, μ is the natural death rate of uninfected files, Ψ 1, μ 1, α 1 are the probability of entering ,the natural death rate and the death rate of productive infected files, Ψ 2 , μ 2, α 2 are the probability of entering ,the natural death rate and the death rate of latent infected files, θ is Per capita rate at which files at latent infected class leave for productive infected class, Worms give rise to infected files at a rate βS and each infected file gives rise to a worm 
Basic Reproduction Number (R 0 )
Since the model has three infected classes (W, I 1 , I 2 ). So to get R 0, we take only three equations from the system (8) corresponding to these classes. That is, 
Solutions and Stability:
The system (8) Proof: By using system (8), the Jacobian can be taken as, Solving, we get the eigen values, -δ , -μ , -(μ 1 +α 1 ) , -(μ 2 +α 2 +θ) which all are negative. So, the system (8) is locally asymptotically stable.
Numerical Methods and Simulation:
We present the numerical result using Runge-Kutta method of order 4 and MATLAB are employed to solve and simulate the system (8) and the behavior of the different classes with respect to time are observed which is depicted in figures 4 and we observe that the system is asymptotically stable. The network is assumed to have initial values: W=0; S=45; I 1 =0; I 2 =2. Backdoor.Kihomchi is a Trojan horse program that opens a backdoor on the compromised computer, downloads a remote file and executes it. It logs key strokes and send stolen key strokes to the remote location.
Trojan.Zbot!gen74 is also a Trojan horse program that opens a backdoor and attempts to steal confidential information from the compromised computer. It specifically targets system sensitive information, online credentials, and banking details, but can be customized through the toolkit to gather any sort of information. It may also download configuration files and updates from the Internet. These can later be updated to target other information, if the attacker so wishes.
The tool NPE.exe is known as Norton Power Eraser and it is developed by Symantec Corporation is designed to remove the infections of Backdoor.Kihomchi [11] and Trojan.Zbot!gen74 [12] .
NPE.exe tool meant to remove the deadly Backdoor.Kihomchi and Trojan.Zbot!gen74 prevent infected files from producing infectious Trojan horse.
We assume that U are the un-infectious Trojan horse which start to be produced from the infected files I after the tool NPE.exe is run. Infectious Trojan horse are still present, and die as before, but are no longer produced.
Under this assumption we can be modeled the system as:
Where b is the birth rate of uninfected files by users, δ is the death rate of Trojan horse, μ is the natural death rate of uninfected files, α is the death rate of infected files. Each infected file gives rise to a worm (self-replication) at a rate c.
Basic Reproduction Number (R 0 )
Since the model has two infected classes (W, I). So to get R 0, we take only two equations from the system (10) corresponding to these classes. That is, Proof: By using system (10), the Jacobian can be taken as, Solving, we get the eigen values, -δ , -μ , -(μ+α), -δ, which all are negative. So, the system (10) is locally asymptotically stable.
We assume that the uninfected file population S remains roughly constant for a given
and that (μ+α) << δ System (10) becomes a linear system which is integrated to have 
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Copyright ⓒ 2016 SERSC (11) From (11) it is clear that the total amount W + U of free Trojan horse falls exponentially after a shoulder phase.
Numerical Methods and Simulation:
We present the numerical result using Runge-Kutta method of order 4 and MATLAB are employed to solve and simulate the system (10) and the behavior of the different classes with respect to time are observed which is depicted in figures 5 and we observe that the system is asymptotically stable. The network is assumed to have initial values: W=45; S=5; I=30; U=30. Figure 5 shows the Infectious Trojan horse are still present and decreasing to no longer produce after the tool NPE.exe is run. Uninfected files are increasing due to lack of infectious Trojan horse and then remains roughly constant for a given time-scale. Infected files are decreasing and Un-infectious Trojan horse start to be produced.
Discussion and Conclusion
A predator-prey mathematical model of different phases of infection of files and their immune system have been formulated. We have assumed that the worms / Trojan horse possess a non-negligible latent period & infected files will stay in the latent period before they become infectious. Reproduction number (R o ) and ( 0 R ) in presence of immune system, equilibria and their stability are also found. Verification and validation of our model parameter has been analyzed by simulating the system. In Model I by the help of basic reproduction number obtained in (2) for Initial phase of infection discusses the criterion for the spread of the computer worms, that is, R 0 > 1. The susceptible population S (uninfected files) is reduced by the attack until each worm is expected to give rise to exactly one new worms, R 0 * S = 1. In Model II the basic reproductive ratio in the presence of the antivirus software is defined by (4) antivirus software, we assume that updated antivirus software is available and is 100% efficient. When this updated antivirus software is run, from equation (7) we are able to say that the number of infected files falls exponentially. The behavior of W follows from the assumption on half-lives, so that μ+α << δ , that is, the amount of free worms falls exponentially after a shoulder phase. In Model IV discussion is also made for those worms which enter a latent class on their infection and in this class they do not produce new worms, but may later be reactivated to do so. Infected files at class I 2 produce worms in class I 1 at a rate θ for a time ) + ( 1 2 2     and the reproductive ratio is also obtained.
In Model V the tool NPE.exe is run to prevent infected files from producing infectious Trojan horse. It is clear that the total amount W+U of free Trojan horse falls exponentially after a shoulder phase from equation (11) . The study will be helpful to the software organization in developing efficient antivirus software.
